Windows 7/8/10/11

Predpokladom je mat’ nainstalovany certifikat podla postupu pre WIFI siet
eduroam (http://eduroam.ku.sk - aplikacia pre automatické nastavenie pre
prislusny Windows). Na stranku sa dostanete bez autorizovaného pripojenia
(zadania mena/hesla) cez skrytu siet’ Hostia, kedy Vam budu fungovat’ len
stranky KU.

1. Spustenie Windows sluzby: “Wired AutoConfig”

Pre zapnutie autentifikdcie 802.1x je potrebné na pocitadi skontrolovat’
spustenie Windows sluzby: Wired AutoConfig.

Z ponuky Start [Start] vyberte Ovladaci panel [Control Panel] kliknite na ikonu
Nastroje na spravu [Administrative Tools] v okne kliknite na ikonu Sluzby
[Services] a potvrdte riadok Wired AutoConfig

Pripadne do vyhladavacieho pola Windows zadajte “Services” a potvrdte.
Otvori sa Vam okno so sluzbami a tam nastavte danu sluzbu:

Mame Description Status Startup Type Log On As
Gk WalletService Hosts objec... Manual Local Syste...
G WebClient Enables Win... Manual (Trig.. Local Service
S Windows Audio Manages au... Running  Automatic Local Service
S Windows Audio Endpoint Builder Manages au... Running  Automatic Local Syste...
& Windows Backup Provides Wi... Manual Local Syste...
&} Windows Biometric Service The Winde... Automatic (T... Local Syste...
& Windows Camera Frame Server Enables mul... Manual (Trig.. Local Service
& Windows Connect Mow - Config Registrar Sluzba WC...  Running  Manual Local Service
& Windows Connection Manager Makes auto.. Running  Automatic (T... Local Service
& Windows Defender Network Inspection Service Pomaha chr... Manual Local Service
& Windows Defender Service Pomaha chr... Manual Local Syste...
&} Windows Driver Foundation - User-mode Driver Framework Creates and... Running  Manual (Trig... Local Syste...
& Windows Encryption Provider Host Service Windows E... Manual (Trig.. Local Service
&} Windows Error Reporting Service Allows errof... Manual (Trig... Local Syste...
&} Windows Event Collector This service ... Manual Metwork 5.
&k Windows Event Log This service .. Running  Automatic Local Service
Lk Windows Fent Cache Service Optimizes p.. Running  Automatic Local Service
Lk Windows License Manager Service Provides inf.. Running  Manual (Trig.. Lecal Service
Lk Windows Management Instrumentation Provides a c.. Running  Automatic Local Syste..
Lk Windows Modules Installer Enables inst... Manual Local Syste..
Lk Windows Presentation Foundation Font Cache 3.0.0.0 Optimizes p.. Manual Local Service
Lk Windows Push Notifications System Service This service .. Running  Automatic Local Syste..
Lk Windows Push Notifications User Service_3e632 This service .. Manual Local Syste..
£k Windows Remote Management (WS-Management) Windows R... Manual Metwork 5.
Lk Windows Search Provides co...  Running  Automatic (0. Local Syste..
L Windows Time Maintains d... Manual (Trig.. Local Service
£ Windows Update UrnoZAuje z... Manual (Trig... Local Syste...
CLWinHTTP Web Proxy Auto-Discovery Service WinHTTP i..  Running  Manual Local Service
ired AutoConfig Sluzba Wire... Running  Automatic Local Syste...
EhWLAN AutoConfig Sluzba WLA... Manual Local Syste...
S WM Performance Adapter Provides pe... Manual Local Syste...
& Work Folders This service ... Manual Local Service
G Workstation Creates and... Running  Automatic Metwork 5.

S WWAN AutoConfig This service ... Manual Local Service


http://eduroam.ku.sk/

General logOn Recovery Dependencies

Service name:
Display name: Wired AutoConfig

Description: Slufba Wired AutoConfig (DOT3SVC) zodpoveds za

wykondvanie overovania IEEE 802.1X na ™

Path to executable:
CAWINDOW S gystem 32 avchost exe 4 Local SystemMNetwork Restricted

Startup type: Automatic i

Service status: Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Zust Pousit

2. Konfiguracia nastavenia samostatnej autentifikacie uzivatel'a KU
2.1 Zapnutie autentifikacie 802.1x v sietovom LAN prostredi Windows.

Z ponuky Start [Start] vyberte Ovladaci panel [Control Panel] kliknite na ikonu
Centrum sieti [Network and Sharing Center] v lavej Casti okna sa zobrazi
ponuka moznosti, z ktorych vyberte Zmenit nastavenie adaptéra [Change
adapter settings] a v okne kliknite na ikonu Lokalne pripojenie (iny nazov —
Ethernet...) [Local Area Connection], d'alej dole na Vlastnosti [Properties] a
prejdite na zalozku Overenie [Authentication] a urobte prislusné nastavenia:

L

Sigt' Cwverenie

yberom tejto moznosti zabezpedite overovany pristup na sist’
pre tento adaptér siete Ethemet.

[~]Fovolt’ overenie IEEE 802,13

Wyberte spdsob sietového overenia:
Microsoft: Protected EAP (FEAP) ~ MNastavenie
Pamatat' si moje poverenia pre toto pripojenie pr
kaidom mojom priklaseni
V pripade potreby pouiit’ neautorizovany pristup na
siet’

Dalgie nastavenia...



Zapnutie overenia [Enable authentication] IEEE 802.1x, Vyber metddy overenia
[Choose a network authentication method] — EAP (PEAP).

1. Dal3ie sietové nastavenia [Additional Settings]:

Mastavenie 802, 1%
Zadat refim overenia
COverenie poditaca alebo poufiva ~ Ulo#it’ poverenia

Odstranit' poverenia pre vietkych poufivatelov

[ Povolit' pre it siet'jediné prihlasenie
Vykonat'ihned pred prinlasenim poufivatela
Vykonat'thned po prihlaseni poudivatela

Maximalne oneskorenie {v sekundach): 10 =

Povolit’ zobrazenie d'aléich dialdgovych okien pofas
jediného prihlasenia

Tato siet’ pouziva samostatné virtuglne siete LAN pre
poditate a overenia pougivatela

st

Zadat' rezim overenia [Specify authentication mode] — Overenie pouzivatela
[User authentication]

2. Urobte nastavenia [Settings] EAP:

Pocas pripajania:
Overit'identitu servera overenim certifikatu

|| Pripojit' sa na tieto servery (priklad: srv1;srv2;. *\.srv3).com):

Déveryhodné korefiové certifikadné autority:

[] Microsoft Root Certificate Authority 2011 ~
[ QuoVadis Root CA 2

[] QuoVadis Root Certification Autharity

[ starfield Class 2 Certification Autharity

[ starfield Services Root Certificate Autharity

[ startCom Certification Authority Y]
£ >

Oznamenia pred pripojenim:

Oznamit’ pouzivatelovi, ak nie je mo#né overit'identitu servera

Vyberte metddu overenia:

Zabezpefené heslo (EAP-MSCHAP vZ) ~ | |Konfigurovat'..
Povolit rychle znovupripojenie
[[] odpaiit' v pripade, Ze server neposkytuje cryptobinding OPUT

[JPovelit' ochranu Gdajov
identity

Zrusit




Overit’ certifikat servera [Validate server certificate]. Vyberte z ponuky
“Doveryhodné koreriové certifikacné authority [Trusted Root Certification
Authorities]” cetifikat “Radius na Katolickej univerzite v RuZomberku” a
zaskrtnite ho.

Vyberte metddu overenia [Select Authentication Method] EAP-MSCHAP2
Konfiguracia samostatnej autentifikacnej metddy:

When connecting:

] Automatically use my Windows logon name and
password (and domain i any).

Cancel

“Automaticky pouZzit' moje prihlasovacie .... [Automatically use my Windows
...]" treba odskrtnuat'.

2.2 Proces prihlasovania sa prostrednictvom autentifikacie protokolom 802.1x

Po aplikovani uvedenych nastaveni mozeme spustit’ proces prihlasovania sa
prostrednictvom autentifikacie protokolom 802.1x. Pripojenim sietového
eternetového kabla sa nam na obrazovke zobrazi Windows siet'ové
prihlasovacie okno:

K« Additional information is needed 1o connect to this network % %
. Clickto pravide additional information.

&34
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Kliknutim na zobrazené okno Additional information is needed to connect
to this network sa zobrazi uzivatel'ské prihlasovacie okno na autentifikaciu
pristupujuceho uzivatela prostrednictvom protokolu 802.1x:

Windows Security

Network Authentication

Please enter user credentials

e



Do uvedeného okna zadate svoje prihlasovacie Udaje pre WIFI/eduroam siet’
(LOGIN je v tvare meno.priezvisko[Cislo]@ku.sk — musi tam byt aj doména)
a date OK.



